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EXECUTIVE SUMMARY 

 
The objectives of this project are to develop realistic simulation environments that include 1) 
supporting testing of various connected and automated transportation applications from individual 
vehicle level, traffic level, to the network level; and 2) integrating different attack models and 
evaluating the impact of certain cyber attacks on connected and automated transportation 
applications. Toward these goals, we develop various APIs under multiple simulation 
environments. At the vehicle level, our project utilizes CARLA’s capabilities for generating 
realistic sensor data to further analyze the dynamic impact of adversarial attacks. Furthermore, 
fourteen different federated learning (FL) aggregation algorithms were evaluated under seven 
categories of attacks toward sensor data. Results show that the performance of different 
aggregation algorithms varies substantially across attack categories. At the traffic level, we 
implement two types of attacks, namely estimated time of arrival (ETA) attack and, multi-sensor 
fusion (MSF) attack into the VSAP simulation platform and develop APIs for users to customize 
their own attack scenarios. The MSF attack model is validated using 699 trajectories, and the 
proposed trajectory-classification method achieved 100% accuracy in distinguishing different 
attack patterns. Finally, at the network level, a bounded rational route guidance attack (RGA) API 
is developed, which exploits the trust that travelers place in navigation systems by manipulating 
routing information, thereby redirecting vehicles onto suboptimal or inefficient routes.  Simulation 
results show that GPS spoofing-based RGAs can significantly increase the network congestion 
level and vehicle delay. 
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CHAPTER 1  
Introduction  

 
1.1 Research Gaps 
 
Due to the nature of transportation cybersecurity problems, it is usually too risky to evaluate the 
attack models in real-world environments. Therefore, it is necessary to develop a simulation 
environment to validate the proposed models and evaluate the impact on the transportation system 
in terms of safety and mobility. However, existing simulation tools suffer from the following 
limitations, including 

• Single modality: For example, Simulation for Urban MObility (SUMO) [1] is a popular 
microscopic traffic simulation tool but is limited in modeling vehicle-level behaviors (e.g., 
perception, and path planning) and V2X communication network. 

• No cybersecurity component: Some simulators, such as [2], integrate multiple levels of 
simulation details, but they do not have the capabilities to conduct cybersecurity-related 
simulation analysis. 

• No transportation applications: A few simulation platforms developed for cybersecurity 
research only mimic lower-level security functions but lack simulating transportation 
applications. For example, the VASP platform mainly focuses on simulating V2X 
communication network level (e.g., security credential management, V2X messages) attacks 
[3], but has limited functions in replicating traffic-level applications. 

Overall, a security-focused multi-resolution simulation platform that is integrated with various 
attack and defense services is needed. 
 
1.2 Project Goals and Objectives 
 
The objectives of this project are to develop realistic simulation environments that include 1) 
supporting testing of various connected and automated transportation applications from individual 
vehicle level, traffic level, to the network level; and 2) integrating different attack models and 
evaluating the impact of certain cyber attacks on connected and automated transportation 
applications. Toward these goals, we develop various APIs for the simulation environments, 
including 
• Sensor attack API: Users can manipulate the simulated sensor in the Carla simulation 

environment. 
• Data spoofing attack API: Users can manipulate data received from simulated sensors, GPS, 

and V2X communication channels. For example, falsified location and speed of ego and other 
vehicles and misleading pixels in the image data.  

• Route guidance attack API: Users can manipulate the path information and vehicle routing 
algorithms (e.g., fake traffic jams using multiple smartphones).  
 
 
 
 



National Center for Transportation Cybersecurity and Resiliency (TraCR) 
 
 

Page 9 of 33 
 

 
1.3 Report Organization 
 
The rest of the report is organized as follows. Chapter 2 introduces the data spoofing attack API 
implemented on the VASP simulation platform. Chapter 3 introduces the route guidance attack 
API. Chapter 4 presents the evaluation of the real-world applicability of federated learning (FL)-
trained models and the impact of adversarial attacks on autonomous vehicle (AV) systems in the 
Carla simulation environment. Finally, Chapter 5 provides the conclusions of the project. 
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CHAPTER 2  

Data Spoofing Attack API 
 
2.1 Introduction 
 
Next generation transportation system is envisioned to be equipped with advanced sensors for 
traffic monitoring and vehicle control, vehicle-to-everything (V2X) devices for real-time 
communication and edge computing to provide safe and efficient traffic management strategies. 
These emerging technologies improve the transportation system safety and mobility; however, it 
also opens a new door for cyber-attack. One major threat to the next generation transportation 
system is data spoofing attack. In data spoofing attack, the attacker deliberately modifies the sensor 
input or the broadcast message (i.e., BSMs) to mislead vehicle [4-7] or signal controller [8-10]. In 
this project, two typical data spoofing attacks are selected, including the estimated time of arrival 
(ETA) attack and the multi-sensor fusion (MSF) attack, to be modeled and integrated on VASP. 
The selected attacks target on deteriorating the performance of the infrastructure (ETA attack) and 
autonomous vehicle (MSF attack). The impact of the selected attack on transportation system 
safety and mobility is non-neglectable. 
 
2.1.1 ETA Attack Introduction 
 
The ETA attack has been proven to be a major threat to the connected vehicle-based traffic control 
systems (CV-TSC), such as the I-SIG system [11]. As demonstrated in Figure 1, the intersection 
contains both normal CVs (yellow vehicle) and CVs under attack (red vehicle). When approaching 
an intersection, both vehicles broadcast BSMs, including the vehicle’s current speed and position 
to the infrastructure. The infrastructure collected BSMs broadcast by vehicles to generate an 
optimized signal timing plan. When the vehicle is not under attack, its longitudinal movements 
adhere to car following models, such as the Intelligent Driver Model (IDM) and transmit BSMs 
that accurately reflect its true trajectory. When the vehicle is compromised by an attacker, its 
physical movement continues to follow the same car-following behavior, as shown in the blue 
color, but broadcasts falsified BSMs to achieve the attack goal. For instance, falsified BSMs may 
indicate unnecessary deceleration, which is different from the actual vehicle movement (shown in 
red). The ETA of the falsified BSM trajectory is then longer than the true ETA. Consequently, the 
infrastructure, misled by the incorrect ETA, may generate a non-optimal signal timing plan, such 
as an unnecessary extension for the current green phase. ETA attack is selected as a typical data 
spoofing attack to be modeled due to its non-neglectable impact on transportation system mobility. 
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Figure 1: ETA Attack Threat Model 
 
2.1.2 MSF Attack Introduction 
 
Multi-Sensor Fusion (MSF) algorithms are widely used in autonomous vehicles (AVs) to enhance 
the localization accuracy. It integrates data from multiple sensors, including GPS, IMU (Inertial 
Measurement Unit) and LiDAR [12,13]. MSF is considered a defense method against spoofing 
attacks, as compromising all sensors simultaneously is a difficult task. However, a study by Shen 
et al. [7] demonstrated that manipulating only the GPS receiver’s output, the attacker can degrade 
the MSF algorithm performance significantly. By adding deviation to the original GPS data, the 
MSF attack can cause large deviations in the MSF algorithm and deviate the vehicle from the road. 
MSF attack may result in sudden break by following vehicles and even potential collision. 
Consequently, the MSF attack poses a serious threat to transportation system safety and mobility. 
 
2.1.3 Attack Platform Introduction 
 
The selected attacks are modeled and integrated with the V2X Application Spoofing Platform 
(VASP) [14], an open source framework developed by Qualcomm to simulate attacks on V2X 
networks and applications. VASP is developed on VEINS [15], which combines OMNeT++ [16], 
an event-based network simulator and SUMO, the road traffic simulator. VASP contains 68 typical 
V2X attacks, covering both kinematic value attacks (i.e., vehicle position, speed, acceleration) and 
V2X application attacks (i.e., (Intersection Movement Assist (IMA), Electronic Emergency Brake 
Light (EEBL)). It enables the customization of built-in attacks by adjusting attack parameters such 
as malicious rate and supports the integration of user-developed attacks into the platform.  
 
2.2 ETA Attack API 
2.2.1 Modeling Estimated Time of Arrival (ETA) Attack 
2.2.1.1 Model Formula 
 
To model the falsified trajectory under the ETA attack, an optimization model is formulated as 
shown in Equation 1. The generated vehicle trajectory consists of a sequence of trajectory points 
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at consecutive time steps. Each trajectory point at a given time step includes 5 elements, including 
𝑥𝑥𝑡𝑡 , 𝑦𝑦𝑡𝑡 , 𝑣𝑣𝑡𝑡 , 𝑎𝑎𝑡𝑡 , 𝜓𝜓𝑡𝑡 , which are optimization problem variables. 𝑥𝑥𝑡𝑡 , 𝑦𝑦𝑡𝑡  represent the vehicle’s 
longitudinal and lateral position at time step 𝑡𝑡. 𝑣𝑣𝑡𝑡 , 𝑎𝑎𝑡𝑡 , 𝜓𝜓𝑡𝑡  are vehicle kinematic-related variables, 
denoting the speed, acceleration, and heading angle at time step 𝑡𝑡 . The total trajectory length is 
denoted as 𝑁𝑁, which is determined by the signal update interval. 

min 
𝑥𝑥𝑡𝑡 ,𝑦𝑦𝑡𝑡 ,𝑣𝑣𝑡𝑡 ,𝑎𝑎𝑡𝑡,𝜓𝜓𝑡𝑡 

𝜽𝜽𝑇𝑇 𝑓𝑓 (𝑥𝑥𝑡𝑡 , 𝑦𝑦𝑡𝑡 , 𝑣𝑣𝑡𝑡 , 𝑎𝑎𝑡𝑡 , 𝜓𝜓𝑡𝑡 , 𝒆𝒆𝑡𝑡 )    (1) 

s.t.   
       vehicle safety constraints (Equations 3-4) 
       vehicle dynamic constraints (Equations 5-13) 
 
The objective of the optimization function is represented as 𝜽𝜽𝑇𝑇 𝒇𝒇, which is a linear combination of 
features extracted from the generated trajectory ( 𝒇𝒇 ). 𝒆𝒆𝑡𝑡  corresponds to the environmental 
parameters, including the road heading and the current and predicted future state of leading and 
following vehicles. 𝜽𝜽 is the weight vector associated with the extracted features. The selected 
features and the constraints are demonstrated in the following sections.  
2.2.1.2 Objective Function 
 
By modifying the BSMs, specifically the speed and position data transmitted by the vehicle, the 
attack can generate falsified trajectory with an intentionally extended ETA compared to the ground 
truth. Besides, the attack also ensures that the generated falsified trajectory can mimic most of the 
normal driving behaviors. To achieve the above goals, 5 representative features are selected, 
capturing the aspects of normal car-following behavior, trajectory smoothness and the desired 
ETA.  

1) 𝑓𝑓1 = 1 

𝑁𝑁
∑ 𝑎𝑎𝑡𝑡2𝑁𝑁 
𝑡𝑡 =1 . 𝑓𝑓1  is the summation of vehicle’s acceleration over the entire trajectory. 

𝑓𝑓1  ensures trajectory smoothness. 

2)  𝑓𝑓2 = 1 

𝑁𝑁−1 
∑ �𝜓𝜓𝑡𝑡 +1−𝜓𝜓𝑡𝑡 

∆𝑡𝑡
� 
2 

𝑁𝑁 −1 
𝑡𝑡 =1 .  𝑓𝑓2 denotes the average heading rate.  

3) 𝑓𝑓3 = 1 

𝑁𝑁
∑ (𝜓𝜓𝑡𝑡 +1 − 𝜓𝜓 𝑟𝑟𝑟𝑟𝑎𝑎𝑟𝑟 )2𝑁𝑁 
𝑡𝑡 =1 . 𝑓𝑓3 quantifies the difference between the vehicle heading 

and road heading. 𝑓𝑓2 , 𝑓𝑓3 prevent the vehicle from deviating from the road. 
4) 𝑓𝑓4 = 1 

𝑁𝑁 
∑ �𝑑𝑑𝑡𝑡 𝑟𝑟𝑑𝑑𝑑𝑑 − 𝑑𝑑𝑡𝑡 �

2 = 𝑁𝑁 
𝑡𝑡 =1 

1 

𝑁𝑁 
∑ �𝑣𝑣𝑡𝑡 × 𝑡𝑡ℎ𝑑𝑑𝑎𝑎𝑟𝑟𝑒𝑒𝑎𝑎𝑦𝑦 + 𝑑𝑑𝑑𝑑 − 𝑑𝑑𝑡𝑡 � 

2𝑁𝑁 
𝑡𝑡 =1 . 𝑓𝑓4  is the difference 

between the desire and actual space headway with the leading vehicle.  

5) 𝑓𝑓5 = ( 𝑟𝑟𝑁𝑁
𝑠𝑠𝑡𝑡𝑠𝑠𝑠𝑠 

𝑣𝑣𝑁𝑁 
− 𝐸𝐸𝐸𝐸𝐸𝐸𝑟𝑟𝑑𝑑𝑑𝑑 ). 𝑓𝑓5  denotes the difference between the ETA at the end of the 

planning horizon and the desired ETA. 
 

𝑓𝑓1 , 𝑓𝑓2 , 𝑓𝑓3  are designed to ensure the smoothness of the generated trajectory. 𝑓𝑓4 captures the car 
following behavior. 𝑓𝑓5 pushes the vehicle to reach the desired ETA by minimizing the difference 
between the estimated ETA and the desired ETA, calculated by Equation 2.  

𝐸𝐸𝐸𝐸 𝐸𝐸𝑟𝑟𝑑𝑑𝑑𝑑 = 𝐸𝐸𝐸𝐸𝐸𝐸𝑖𝑖𝑖𝑖𝑖𝑖𝑡𝑡 + 𝐸𝐸𝐸𝐸𝐸𝐸𝑟𝑟𝑜𝑜𝑜𝑜𝑑𝑑𝑑𝑑 𝑡𝑡 = 𝑟𝑟 0 
𝑠𝑠𝑡𝑡 𝑠𝑠𝑠𝑠 

𝑣𝑣0 
+ 𝐸𝐸𝐸𝐸 𝐸𝐸𝑟𝑟𝑜𝑜𝑜𝑜𝑑𝑑𝑑𝑑𝑡𝑡    (2) 
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2.2.1.3 Constraints 
 
To generate a trajectory as realistic as possible, the optimization model is subject to vehicle safety 
constraints and the vehicle dynamics constraints. The vehicle safety constraint guarantees the 
minimum space headway between the vehicle under attack and the leading and following vehicle, 
increasing the difficulty for anomaly detection. Otherwise, the generated trajectory can easily be 
identified through cross validation. The vehicle dynamics constraints guarantee the generated 
trajectories follow the vehicle kinematic motion constraints and successfully pass the plausibility 
check. Equations 3-4 demonstrate the vehicle safety constraints and Equations 5-13 demonstrate 
the vehicle dynamic constraints.  

(𝑑𝑑 𝑖𝑖 
𝑜𝑜𝑟𝑟𝑓𝑓𝑓𝑓𝑟𝑟𝑒𝑒_𝑡𝑡𝑟𝑟𝑎𝑎𝑣𝑣𝑑𝑑𝑓𝑓 + 𝑑𝑑𝑑𝑑 ) − 𝛿𝛿 𝑖𝑖 

𝑜𝑜𝑟𝑟𝑓𝑓𝑓𝑓𝑟𝑟𝑒𝑒 × 𝑀𝑀 ≤ 𝑑𝑑𝑖𝑖 𝑡𝑡𝑟𝑟𝑎𝑎𝑣𝑣𝑑𝑑𝑓𝑓 , 𝑖𝑖 ∈ (1,2 … 𝑁𝑁)   (3) 
𝑑𝑑𝑖𝑖 𝑡𝑡𝑟𝑟𝑎𝑎𝑣𝑣𝑑𝑑𝑓𝑓 ≤ �𝑑𝑑 𝑖𝑖 

𝑜𝑜𝑟𝑟𝑟𝑟𝑖𝑖𝑡𝑡𝑡𝑡 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 − 𝑑𝑑𝑑𝑑 � + 𝛿𝛿 𝑖𝑖 
𝑜𝑜𝑟𝑟𝑟𝑟𝑖𝑖𝑡𝑡 × 𝑀𝑀, 𝑖𝑖 ∈ (1,2 … 𝑁𝑁)   (4) 

 

M is a constant large number. The binary parameters 𝛿𝛿 𝑖𝑖 
𝑜𝑜𝑟𝑟𝑟𝑟𝑖𝑖𝑡𝑡 , 𝛿𝛿 𝑖𝑖 

𝑜𝑜𝑟𝑟𝑓𝑓𝑓𝑓𝑟𝑟𝑒𝑒   indicate the presence of the 
leading and following vehicles. 𝑑𝑑𝑖𝑖 𝑡𝑡𝑟𝑟𝑎𝑎𝑣𝑣𝑑𝑑𝑓𝑓 , 𝑑𝑑 𝑖𝑖 

𝑜𝑜𝑟𝑟𝑟𝑟𝑖𝑖𝑡𝑡 _𝑡𝑡𝑟𝑟𝑎𝑎𝑣𝑣𝑑𝑑𝑓𝑓 , and 𝑑𝑑 𝑖𝑖 
𝑜𝑜𝑟𝑟𝑓𝑓𝑓𝑓𝑟𝑟𝑒𝑒_𝑡𝑡𝑟𝑟𝑎𝑎𝑣𝑣𝑑𝑑𝑓𝑓  denote the travel distance 

of the ego, leading and following vehicles at time step 𝑖𝑖 . Equations 3-4 ensure the minimum safety 
distance between the ego vehicle and the neighboring vehicles, avoiding the generated falsified 
vehicle trajectory exceeding the leading vehicle or overlapping with the following vehicle. 

𝑥𝑥𝑡𝑡+1 = 𝑥𝑥𝑡𝑡 + (𝑣𝑣𝑡𝑡 ∆𝑡𝑡 + 1 

2 
𝑎𝑎𝑡𝑡 ∆𝑡𝑡 2 )𝑐𝑐𝑐𝑐𝑐𝑐(𝜓𝜓𝑡𝑡 )   (5) 

𝑦𝑦𝑡𝑡 +1 = 𝑦𝑦𝑡𝑡 + (𝑣𝑣𝑡𝑡 ∆𝑡𝑡 + 1 

2 
𝑎𝑎𝑡𝑡 ∆𝑡𝑡 2)𝑐𝑐𝑖𝑖 𝑠𝑠(𝜓𝜓𝑡𝑡 )   (6) 

𝑣𝑣𝑡𝑡 +1 = 𝑣𝑣𝑡𝑡 + 𝑎𝑎𝑡𝑡 ∆𝑡𝑡    (7) 
𝜓𝜓𝑡𝑡 +1 = 𝜓𝜓𝑡𝑡 + 𝜓𝜓𝑡𝑡 ̇ ∆𝑡𝑡   (8) 
𝑣𝑣𝑡𝑡 ≤ 𝑣𝑣𝑚𝑚𝑎𝑎𝑥𝑥   (9) 
𝑎𝑎𝑚𝑚𝑖𝑖𝑖𝑖 ≤ 𝑎𝑎𝑡𝑡 ≤ 𝑎𝑎𝑚𝑚𝑎𝑎𝑥𝑥    (10) 
𝜓̇𝜓 𝑚𝑚𝑖𝑖𝑖𝑖 ≤ 𝜓̇𝜓 𝑡𝑡 ≤ 𝜓̇𝜓 𝑚𝑚𝑎𝑎𝑥𝑥  (11) 
𝑣𝑣𝑑𝑑𝑡𝑡𝑟𝑟𝑠𝑠 ≤  𝑣𝑣𝑡𝑡  (12) 
∆𝜓𝜓𝑚𝑚𝑖𝑖𝑖𝑖 ≤ 𝜓𝜓𝑡𝑡 − 𝜓𝜓 𝑟𝑟𝑟𝑟𝑎𝑎𝑟𝑟 ≤ ∆𝜓𝜓𝑚𝑚𝑎𝑎𝑥𝑥  (13)  

 
Equations 5-8 demonstrate the vehicle kinematic motion constraints. Equations 9-11 prevent the 
variables from exceeding kinematic boundaries, including speed limit, maximum 
acceleration/deceleration and maximum heading rate. Equation 12 sets a minimum speed for the 
generated falsified trajectory, preventing the vehicle from being identified as a stopped vehicle. 
Equation 13 guarantees the lane keeping of the vehicle. 
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2.2.1.4 Example Attack Trajectories 
 

 
Figure 2: Ego vehicle, leading vehicle and following vehicle trajectories 

 
Figure 2 demonstrates the time-space diagram of the ego, leading and following vehicles. The x-
axis represents the time step, and the y-axis represents the traveled distance. The red curve denotes 
the falsified BSM trajectory broadcast by the ego vehicle under attack and the dashed red curve 
denotes the actual trajectory. The black and blue curves denote the trajectories of the leading and 
following vehicles. The figure shows that the falsified trajectory decelerates early, even when far 
from the leading vehicle, to achieve the ETA attack objective. Additionally, the attacked trajectory 
maintains safe distances from neighboring vehicles, making detection more challenging. 
 
2.2.2 VASP Implementation 
 
Estimated Time of Arrival (ETA) attack API is built on VASP. In the developed ETA attack API, 
the attack can access neighboring vehicle states (i.e., vehicle speed, acceleration, position) and 
traffic signal states (i.e., elapsed green time, current signal phase, signal plan update time) through 
SUMO interface. Given the neighboring vehicle status and signal state, an optimization problem 
is formulated to generate falsified vehicle trajectories, as described in Section 2.2.1. The generated 
falsified trajectories are distributed by the victim vehicle through VEINS interface.  

Similar to the attacks provided by VASP, the ETA attack API enables users to adjust attack 
parameters such as malicious vehicle rate. Besides, the attacker can also customize the desired 
ETA of the victim vehicle to control the attack aggressiveness. Different desired ETA can affect 
the signal control systems in various ways, leading to varying vehicle delays at the intersection. In 
addition to customized attack parameters, the ETA attack API also supports vehicle trajectories 
collection, including both ego (attack) vehicles and neighboring vehicles. The collected trajectories 
can be used for analyzing and developing relative anomaly detection algorithms.  
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2.3 MSF Attack API 
2.3.1 Modeling Multi-Sensor Fusion (MSF) Attack 
2.3.1.1 MSF Attack Introduction 
 
As demonstrated in Section 2.1, MSF attack has significant impact on transportation system safety 
and mobility. It is essential to model and evaluate the MSF attack. To evaluate the MSF attack, 
Shen et al. [7] utilized the LGSVL simulator, an autonomous vehicle simulator with Apollo 5.0 as 
the autonomous driving platform. The simulation incorporates the complete Baidu Apollo AD 
system, including hardware components such as GPS, IMU, camera and LiDAR, along with 
software modules for localization, prediction, planning and control. The entire simulation process 
is time-consuming and complicated, making it challenging to replicate and to integrate with other 
simulation platforms and transportation applications. 
 
Since our main objective is to model the attack’s impact on transportation application safety and 
mobility, which is primarily reflected by the falsified trajectories. Instead of replicating the 
complicated attack pipeline, we focus on modeling the trajectory-level attack behaviors. The MSF 
attack contains two stages, including the vulnerability profiling stage and the aggressive spoofing 
stage. In the vulnerability spoofing stage, the attacker adds constant deviation to the GPS channel 
and observes the localization result of the MSF algorithm to identify the vulnerable period. In the 
aggressive spoofing stage, exponentially growing deviation is added to mislead the MSF algorithm 
and deviate the vehicle from the road. By analyzing the falsified trajectories, we observe that the 
lateral deviation patterns in the two stages are different. In the vulnerability profiling stage, the 
lateral deviation follows a Gaussian distribution with its mean close to zero. In the aggressive 
spoofing stage, the lateral deviation patterns follow a family of exponential function, depending 
on driving scenarios. Consequently, we model the lateral deviations of the two stages separately, 
as demonstrated in the following sections. 
2.3.1.2 Lateral Deviation Modeling 
 
In the vulnerability profiling stage, falsified trajectories are modeled based on the lateral deviation 
from the ground truth and the attack duration. As shown in Figure 3, the lateral deviation follows 
Gaussian distribution with a mean of -0.02 and a standard deviation of 0.048. Most of the lateral 
deviations fall into the range of (-0.2m,0.2m), with the majority clustering near zeros.  
 

 
Figure 3: Vulnerability Profiling Stage Lateral Deviation Distribution 
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The duration of the vulnerability profiling stage is modeled using an exponential function, as 
shown in Figure 4. The fitted exponential function is represented in Equation 14, with the scale 
equals to 705.15. Since the lateral deviation in the vulnerability stage remains close to zero, this 
deviation only slightly shifts the vehicle from the lane center without crossing the lane boundary. 
The impact of the vulnerability profiling stage on neighboring vehicles is limited and can be 
ignored. Therefore, the error between the fitted curve and the data is considered acceptable. 

𝑓𝑓 (𝑥𝑥 ) = 1 

𝑑𝑑𝑠𝑠 𝑎𝑎 𝑓𝑓𝑑𝑑 
× 𝑒𝑒 − 

𝑥𝑥 
𝑠𝑠𝑠𝑠 𝑡𝑡𝑡𝑡𝑡𝑡   (14) 

 

 
Figure 4: Vulnerability Profiling Stage Duration Distribution 

 
The lateral deviation of the aggressive spoofing stage trajectory follows a family of exponential 
functions. Equation 15 is applied to fit the curve. 𝑥𝑥  represents the 𝑥𝑥𝑡𝑡ℎ  attack point and 𝑓𝑓 (𝑥𝑥) 
denotes the lateral deviation of the 𝑥𝑥𝑡𝑡ℎ  point. 𝑎𝑎, 𝑏𝑏 , 𝑐𝑐  are function parameters. Figure 5 
demonstrates the six lateral deviation patterns obtained from the original MSF attack, along with 
the corresponding fitted curves. The x-axis denotes time steps, and the y axis denotes the lateral 
deviation.  

By analyzing trajectories collected from different driving scenarios, it is revealed that the lateral 
deviation pattern remains consistent for trajectories within the same scenario but varies among 
different driving scenarios, depending on the road geometry, speed limit and traffic volume.  To 
account for these differences, a classification framework is proposed to distinguish between 
different driving scenarios and the corresponding lateral deviation patterns.  

𝑓𝑓 (𝑥𝑥 ) = 𝑐𝑐 × 𝑎𝑎 𝑥𝑥 + 𝑏𝑏  (15)   



National Center for Transportation Cybersecurity and Resiliency (TraCR) 
 
 

Page 17 of 33 
 

(a) (b)  

 

(c) (d)  

 

(e) (f)  

 
Figure 5: Lateral Deviation Profile and Fitted Exponential Curve 
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2.3.1.3 Trajectory Classification 
 

 
 

Figure 6: Trajectory Classification Framework 
 
Figure 6 illustrates the trajectory classification framework. MSF attack trajectory dataset 𝐷𝐷𝐿𝐿 is 
collected and labeled according to driving scenarios and the lateral deviation patterns. A feature 
extractor is applied to extract relevant features 𝒇𝒇 𝐷𝐷𝐿𝐿 

. SVM classifier is trained to distinguish 
different lateral deviation patterns given the extracted features. Given the proposed trajectory 
classification framework, a new attack trajectory can be generated from a simulation by identifying 
its lateral deviation pattern.  
Feature extractor 
Six features are designed to differentiate among various driving scenarios using trajectories from 
the vulnerability spoofing stage. The designed features focus on the distribution of vehicle 
kinematic parameters and can be easily obtained from the dataset. 

1) Average speed: 𝑓𝑓1 = 1 

𝑁𝑁 
∑ 𝑣𝑣 𝑖𝑖𝑖𝑖 . 𝑁𝑁 is the length of the vulnerability spoofing stage attack 

trajectory. 𝑣𝑣𝑖𝑖 denotes the vehicle speed, 𝑓𝑓1  calculates vehicle’s average speed.  
2) Maximum speed: 𝑓𝑓2 = max 

i=1,2…N 
𝑣𝑣𝑖𝑖 . 𝑓𝑓2 calculates the maximum speed in the vulnerability 

spoofing stage. 𝑓𝑓1 ,𝑓𝑓2 reflect speed limit and traffic volume on the road. 

3) Standard deviation of speed: 𝑓𝑓3 = �∑ (𝑣𝑣𝑖𝑖 −𝑣𝑣�)2 𝑖𝑖
(𝑁𝑁−1)

. 𝑓𝑓3 denotes the fluctuation of vehicle speed. 

4) Average acceleration: 𝑓𝑓4 = 1 

𝑁𝑁
∑ 𝑎𝑎𝑖𝑖𝑖𝑖 . 𝑓𝑓4 calculates the average acceleration.  

5) Maximum acceleration: 𝑓𝑓5 = max 
i=1,2…N 

𝑎𝑎𝑖𝑖 . 𝑓𝑓5  calculates the maximum acceleration. 𝑓𝑓4 , 𝑓𝑓5  
reflect the smoothness of the trajectory.  

6) Standard deviation of acceleration: 𝑓𝑓6 = � 
∑  (𝑎𝑎𝑖𝑖 −𝑎𝑎� )2 𝑖𝑖 

(𝑁𝑁−1) 
. 𝑓𝑓6 denotes the fluctuation of vehicle 

acceleration.  𝑓𝑓6 reflects the traffic volume. In comparison to a free-flow driving scenario, 
vehicles on congested roads are more likely to adjust their speed and acceleration 
frequently to ensure safety and keep consistent with the surrounding traffic flow. 
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A greedy algorithm is applied to select the features that most influence trajectory categories. 𝑓𝑓2 
and 𝑓𝑓5  are identified as the critical features for categorizing attack trajectories from different 
driving scenarios. 

Classification Results 
699 original attack trajectories generated from the MSF attack are used to validate the proposed 
trajectory classification algorithm. 80% of trajectories are used for training and 20% of trajectories 
are used for testing. The result demonstrates that the proposed algorithm achieves 100% accuracy 
in distinguishing different types of attack trajectories. Figure 7 denotes the distribution of selected 
features, with the x-axis representing maximum speed, and the y-axis representing maximum 
acceleration. The figure illustrates that the selected features can effectively discriminate among 
different types of attack trajectories. 

 
Figure 7: MSF attack trajectory feature distribution 

 
2.3.2 MSF Attack API 
 
The MSF attack API enables users to access the victim vehicle’s state information (i.e., position 
and speed) through the SUMO interface. Based on these states, intelligent driver models predict 
the vehicle’s future movement without attack. Lateral deviations are then generated for the two 
attack stages using the proposed surrogate model. These deviations are added to the predicted 
future position, and the attacker controls the victim vehicle’s movement to the spoofed position 
using the SUMO interface.  
 
This API also allows users to customize attack parameters, such as the malicious vehicle rate, as 
well as controlling traffic volume. Since the MSF attack directly influences the vehicle’s 
movement, neighboring vehicles will react accordingly. Therefore, the safety impact of the attack 
can vary depending on the traffic volume. Additionally, the MSF attack API enables users to 
collect both falsified vehicles and neighboring vehicle trajectories. These trajectories can be 
analyzed to assess the impact of the MSF attack on transportation system safety and mobility, such 
as crash rate and vehicle delay. 
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CHAPTER 3  

Route Guidance Attack API 
 
3.1 Overview of Route Guidance Attacks (RGAs) 
 
The increasing reliance on navigation systems in connected and autonomous vehicles (CAVs) has 
introduced new vulnerabilities in transportation systems, one of which is Route Guidance Attacks 
[17]. RGAs exploit the trust that travelers place in navigation systems by manipulating routing 
information, thereby redirecting vehicles onto suboptimal or inefficient routes. These attacks can 
have profound consequences on urban mobility, including increased congestion, extended travel 
times, and compromised traffic safety.  
 
In RGAs, attackers alter routing information through various mechanisms, such as falsifying traffic 
conditions, introducing phantom congestion, or suggesting alternate routes that unnecessarily 
lengthen trip distances. These manipulations can be implemented dynamically, targeting specific 
locations and time periods to maximize disruption [18-20]. For instance, false reports of traffic 
congestion during peak hours can redirect significant traffic flow to alternate routes, creating 
artificial bottlenecks while leaving primary routes underutilized. The cumulative effect of such 
attacks on traffic dynamics can propagate throughout the network, leading to cascading congestion 
and delays.  
 
RGAs are particularly concerning because of their scalability and the difficulty of detection. 
Attackers can target individual vehicles or large groups of users simultaneously, leveraging 
vulnerabilities in Vehicle-to-Everything (V2X) communication systems. As modern navigation 
systems become increasingly integrated with CAV technologies, understanding the mechanisms 
and impacts of RGAs is essential for ensuring the resilience of transportation networks. 
 
3.2 Development of the RGA API 
3.2.1 Objectives and Features 
 
The RGA API is designed to model and analyze the impacts of GPS spoofing-based RGAs, where 
false GPS signals manipulate route information to redirect vehicles onto suboptimal or inefficient 
paths. This capability addresses significant gaps in existing simulation tools by providing a 
comprehensive framework for simulating and analyzing such attacks across transportation 
networks. 
 
The primary objectives of the RGA API are to enable realistic GPS spoofing attacks and assess 
their network-level impacts. It quantifies attack impacts through metrics such as travel time 
deviations, route inefficiency, and congestion propagation. Furthermore, the API supports 
dynamic GPS spoofing scenarios by manipulating location data in real-time, enabling users to 
specify attack parameters such as geographic coverage, spoofing accuracy, intensity, and timing. 
Advanced analytics and visualization tools are integrated into the API to produce outputs like 
congestion propagation maps and trip delay histograms, enabling detailed evaluation of RGA 
outcomes.  
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3.2.2 RGA Algorithm 
 
The RGA API is built around two modules: the spoofing engine and impact analysis module. These 
modules interact to generate and evaluate GPS spoofing-based RGAs. The spoofing engine 
generates GPS spoofing attacks by manipulating location data. It supports both static spoofing, 
where constant false locations are used, and dynamic spoofing, which introduces time-varying 
false locations. The engine can target individual vehicles, groups, or entire fleets, making it flexible 
for diverse attack scenarios. The simulation integrates the spoofing engine with Open Street Maps 
(OSMs). It facilitates updates to vehicle trajectories based on manipulated GPS signals. Finally, 
the impact analysis module evaluates the consequences of RGAs by traffic congestion patterns.  
 
Below is the pseudocode for the RGA implementation: 
 
Algorithm 1: GPS Spoofing-Based RGA 

Input: City Name, Center Coordinates (latitude, longitude), Number of Trips (N), Number of 
Waypoints (W), Spoofing Parameters 
Output: Map with Trajectories (Original and Spoofed), Trajectory Data CSV 
1. Initialize the city map with OpenStreetMap road network for the specified city. 
2. Generate N trips with W waypoints each: 
    2.1. Select W random nodes from the road network as waypoints. 
    2.2. For each pair of consecutive waypoints: 
        2.2.1. Calculate the shortest path using the road network. 
        2.2.2. Append coordinates of the path to the original route. 
3. Randomly select a waypoint to apply GPS spoofing: 
    3.1. Generate a spoofed GPS location by shifting the true location within a specified 
distance. 
    3.2. Replace the true location with the spoofed location for subsequent routing. 
4. Recalculate the shortest paths from the spoofed waypoint to subsequent waypoints: 
    4.1. Adjust the trajectory to reflect the spoofed GPS data. 
    4.2. Append coordinates of the new path to the spoofed route. 
5. Visualize results: 
    5.1. Add original and spoofed routes to the map with distinct styles (e.g., dashed lines for 
spoofed routes). 
    5.2. Mark the attack point with a unique icon. 
6. Save trajectory data to a CSV file, including trip index, route type (original/spoofed), and 
GPS coordinates. 
7. Save the map as an HTML file. 

 
3.2.3 Implementation of RGA 
 
The RGA algorithm was implemented in Python, leveraging libraries such as Folium for 
visualization, OSMnx for downloading and manipulating road networks, and NetworkX for 
calculating shortest paths. Below are the key steps in the implementation: 
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1. Road Network Preparation: Road networks are downloaded for the specified city using 
OSMnx. Edge attributes, such as travel time and speed limits, are added to facilitate 
shortest path calculations. 

2. Waypoint Generation: Random waypoints are selected from network nodes to create 
hypothetical trips. 

3. Shortest Path Calculation: The shortest path between consecutive waypoints is calculated 
using Dijkstra’s algorithm, considering edge weights like distance or travel time. 

4. GPS Spoofing: A waypoint is randomly selected for GPS spoofing. The spoofed location 
is generated by introducing a drift in latitude and longitude, calculated based on a specified 
spoofing radius. 

5. Route Recalculation: Shortest paths are recalculated from the spoofed location to 
subsequent waypoints, generating the spoofed route. 

6. Visualization and Data Export: The map is updated with original and spoofed routes, attack 
points, and trajectory details. Trajectory data is exported to a CSV file for further analysis. 

The implementation allows researchers to simulate and analyze the effects of GPS spoofing-based 
RGAs on traffic networks in a realistic and scalable manner, as shown in Figure 8. 
 
 
a. Trajectories in New York City b. Blue mark is a spoofed location, and red mark 

is the attacked location in New York City 
 

  
 

Figure 8 Example of Trajectories and RGAs in New York City 
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3.3 A Bounded Rational Route Guidance Attack Framework 
3.3.1 Motivation and Objective 
 
Modern navigation platforms fuse crowd sourced traffic data with shortest path algorithms to 
deliver real time guidance. While this architecture improves network efficiency, it also opens a 
new cyber physical threat surface. Earlier work on GPS spoofing and data poisoning shows that 
attackers can misreport link travel times and thereby redirect drivers, yet most studies either 
assume that users follow any recommendation blindly or examine attacks that are easy to detect. 
PHANTNAV (Phantom Navigation with bounded rational drivers) fills this gap by explicitly 
modeling a driver who is tolerant of small detours but rejects advice that appears implausible, that 
jointly (i) models the driver as a boundedly rational follower who accepts only modest travel‑time 
deviations and (ii) learns stealthy yet disruptive travel‑time falsifications through a Wasserstein 
Generative Adversarial Network with two critics. The attacker therefore optimizes a delicate 
balance: the forged congestion reports must stay within routine traffic variance to avoid anomaly 
flags, while still being large enough to push traffic onto inferior routes.  
 
Figure 9 visualizes the fundamental trade off that guides PHANTNAV optimization. The orange 
curve shows that as the attacker raises intensity more drivers detect the anomaly, so the success 
rate falls. The blue curve shows that each compliant driver now experiences a larger individual 
delay. The product of these two effects is the green dashed curve, which forms an inverted U. The 
apex identifies the optimal intensity: it is moderate enough to remain believable yet strong enough 
to create significant detours. The purple marker denotes the point that PHANTNAV learns 
automatically through its dual critic training. The shaded bands indicate regions where intensity is 
either too mild to matter or so extreme that almost all users defect, both of which yield little 
aggregate harm. 
 
When this conceptual curve is mapped onto empirical data, the peak shifts with congestion level. 
In free flow the optimum lies near the lower bound of indifference band because spare capacity 
dampens any excess delay. Under heavy demand the optimum moves rightward since even small 
additional traffic can destabilize queues, allowing the attacker to impose larger distortions without 
losing credibility. 

 
Figure 9: Relationship between attack intensity, attack success rate, delayed travel time per 

driver, and total delayed time 
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3.3.2 Implementation of PHANTNAV 
  
At the beginning of each epoch the procedure 
samples a batch of origin–destination pairs and 
retrieves the corresponding ground-truth link costs 
c = {c𝑑𝑑 } . The generator 𝐺𝐺𝜃𝜃  receives this cost 
vector together with a noise draw and outputs a 
perturbation Δ𝑐𝑐 . A clipping step enforces the 
proportional bound |Δ𝑐𝑐𝑑𝑑 | ≤ 𝛼𝛼𝑐𝑐𝑑𝑑 , guaranteeing that 
every falsified cost remains within the prescribed 
attack intensity α. The perturbed cost vector  𝑐̃𝑐 = 
𝑐𝑐 + Δ𝑐𝑐 is then combined with authentic samples to 
refresh two critic networks. The standard critic 
𝐷𝐷𝜙𝜙𝑑𝑑𝑡𝑡𝑟𝑟  is updated using the Wasserstein distance 
with a gradient penalty so that it continues to 
distinguish statistically realistic costs from outliers. 
In parallel the algorithm solves a shortest-path problem under both 𝑐̃𝑐 and the baseline ccc to obtain 
the induced travel-time change Δ𝐸𝐸 ; the bounded-rational critic 𝐷𝐷𝜓𝜓𝐵𝐵𝐵𝐵 is trained on this signal so that 
it rewards only those perturbations that lie inside the driver indifference band 𝛾𝛾. 
  
After the critical updates, the generator performs a single gradient descent step against a combined 
objective that reflects both realism and behavioral acceptance. Specifically, the loss 𝐿𝐿𝐺𝐺 (𝜃𝜃) 
aggregates the Wasserstein critic score, the bounded-rational critic score, and a penalty that is 
proportional to the negative of total additional travel time, thereby encouraging larger congestion 
effects while respecting the dual critic constraints. By repeating Steps 1 through 11 for 𝑁𝑁𝑑𝑑𝑠𝑠𝑟𝑟𝑠𝑠 ℎ 
epochs, PHANTNAV converges to a generator 𝐺𝐺 _𝜃𝜃  that fabricates cost vectors that are 
indistinguishable from routine fluctuations yet still induce maximal aggregate delay within the 
bounds of driver tolerance. The final output of the algorithm consists of the trained generator and 
both critics, which together can be embedded in a real-time navigation pipeline to execute stealthy 
and effective route guidance attacks. 
 
3.4 Network-Level Traffic Dynamics Model under RGAs 
3.4.1 Generalized Bathtub Model (GBM) 
 
The Generalized Bathtub Model (GBM) is a macroscopic traffic flow model that captures network-
wide traffic dynamics by incorporating trip distance distributions and speed-density relationships 
[21]. It is particularly well-suited for analyzing the impacts of GPS spoofing-based RGAs, as it 
provides a framework for understanding how route manipulation affects traffic flow and 
congestion propagation across the entire network. The GBM models the number of active trips in 
the network, their remaining distances, and the overall traffic density through conservation laws. 
Key components include: 

• Trip Distance Distributions: Represent the distribution of remaining distances for vehicles 
in the network, enabling analysis of how RGAs alter travel patterns. 
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• Speed-Density Relationship: Based on the Macroscopic Fundamental Diagram (MFD), this 
relationship links the average speed of vehicles to the overall network density, capturing 
the impact of congestion. 

• Conservation Laws: These equations ensure the physical consistency of traffic flow. For 
example, the total number of trip miles in the network at any time is the sum of initial trip 
miles, trip miles added by inflows, and trip miles subtracted due to completed trips.  
 

3.4.2 Extensions for GBM under RGAs 
 
To analyze the impacts of GPS spoofing-based RGAs, the GBM is extended to include key features 
that capture manipulated routing information, congestion dynamics, and attack timing. These 
extensions highlight our contributions by introducing modifications to the trip distribution 
function, inflow dynamics, and congestion propagation models. Details are shown in [22]. 
 
To solve the extended GBM under GPS spoofing scenarios, finite numerical approaches are 
applied. This method discretizes the GBM equations, enabling real-time simulation of traffic 
dynamics under attack. Iterative adjustments account for spoofing effects, dynamically updating 
trip distance distributions and density-flow relationships at each time step. Below is the 
pseudocode for the finite numerical solution method’s implementation: 
 
Algorithm 2: Finite Numerical Solution Method for Extended GBM under RGAs  

Input: Time, Range of Trip Distance, Number of Intervals J (time) and I (trip distance), Inflow 
Rate, Initial Conditions, Attack Time, Attack Intensity, Mean Shift of Trip Distance by RGAs 
Output: Number of Active Trips, Number of Trips with Remaining Distances, Number of 
Outflows 
1. Initialize the traffic flow settings. 
    1.1. Set the initial state variables based on the given initial conditions. 
    1.2. Divide the simulation time into J discrete time steps of equal size.  
    1.3. Divide the range of trip distances into I bins of equal size 
2. Iterate over Time Steps: For each time step: 
    2.1. Update the travel speed based on the speed-density relationship and the number of 
active trips. 
    2.2. Adjust the characteristic trip distance for the current time step using the updated speed. 
    2.3. Update the number of active trips: 
        - Before the attack: Compute the number of active trips considering trip. 
        - After the attack: Modify the number of active trips using the attack parameters. 
    2.4. Iterate over all trip distance bins: 
        - Before the attack: Update the trip distance distribution to reflect normal travel behavior. 
        - After the attack: Modify the trip distance distribution to account for manipulated 
routing. 
    2.5. Calculate the cumulative outflows using the conservation of active trips. 
3. End Time Loop: After all-time steps, output the state variables, including the number of 
active trips, trip distance distributions, and cumulative outflows.  
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Figure 10: Examples of Network-Level Traffic Analysis:  𝚫𝚫 𝑩𝑩 is an increase in travel 

distance,  𝒕𝒕 is an attack time, and 𝜶𝜶 is the rate of attacked vehicles in networks. Color 
means the number of vehicles. 
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CHAPTER 4  
Federated Learning And Simulation Platform 

 
Evaluating cybersecurity issues in transportation systems in real-world scenarios poses significant 
challenges. Current simulation tools have limitations that restrict their ability to fully replicate real-
world conditions and effectively assess dynamic cyber threats. As part of this study, we initially 
conducted experiments related to cyber-attacks in distributed machine learning techniques. After 
implementing cyber-attacks during the FL training phase, we created a trained model and deployed 
it in an AV simulation platform to observe the vulnerabilities of cyber-attacks related to distributed 
ML techniques. 
 
4.1 Introduction 
 
Autonomous Vehicles (AVs), classified by the SAE from level 0 (no automation) to level 5 (full 
automation), rely on features like object recognition for safe navigation. However, integrating 
machine learning (ML) and deep learning (DL) in AVs introduces vulnerabilities to cyberattacks, 
particularly poisoning and inference attacks. Poisoning attacks manipulate data or model 
parameters to disrupt training, while inference attacks exploit aggregated updates to extract 
sensitive data. To address these challenges, federated learning (FL) has emerged as a privacy-
preserving framework, keeping data local on edge devices while sharing only model updates, 
reducing privacy risks and communication costs. 
 
Several studies have advanced FL-based security for AVs. BDFL (Chen et al. 2019) uses 
Byzantine-Fault-Tolerant techniques for secure model training, while privacy-aware FL [23] 
integrates blockchain and differential privacy for Vehicular Cyber-Physical Systems. OQFL [24] 
employs quantum optimization to defend against attacks, and SemBroc-RF [25] combines 
reinforcement learning with encrypted multi-party computation for enhanced security. GeFL [26] 
refines local models and encrypts edge data, improving accuracy and reducing data transmission. 
These methods underscore the potential of FL in securing AV systems against adversarial threats. 
 
4.2 Methodology 
 

 
 

Figure 11: Overview of the empirical analysis of secure FL for AV applications. 
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Our study focuses on implementing secure FL aggregation algorithms and Secure MPC to address 
cyber-attacks in AV applications, particularly poisoning and inference attacks. Using the LISA 
traffic light dataset, we evaluated fourteen aggregation techniques, including FedAvg, FLTrust, 
Krum, Trim mean, Trim median, FLAME, ShieldFL, FLOD, DnC, FoolsGold, CONTRA, 
SignGuard, FLARE, and Romoa, under seven categories of attacks: Trim attack, Krum attack, 
FLTrust attack, Min-max attack, Min-sum attack, Label flipping attack, Scaling attack, and 
Inference attack. Inspired by SAFEFL [27], an MPC-based framework using PyTorch for training 
and MP-SPDZ [28] for secure aggregation, we tailored methodologies with hyperparameter 
optimization to examine the performance and resilience of these techniques during both training 
and inference phases. The empirical results highlighted the effectiveness of secure aggregation 
techniques in mitigating threats and provided a foundation for developing robust, attack-resilient 
FL strategies for AV applications. 
 
In our threat model, poisoning attacks involve compromised devices manipulating training data or 
model gradients to mislead the global model, resulting in incorrect classifications. Inference 
attacks, on the other hand, aim to extract sensitive information by analyzing aggregated updates. 
Figure 1 presents an overview of our empirical study, where AVs act as edge clients with private 
datasets, refining the global model by sharing locally updated parameters. Our main goal is to 
develop resilient FL techniques capable of mitigating these cyber threats while ensuring robust 
AV traffic light detection in the presence of adversarial attacks. 
 
4.3 Result Analysis 

 
Table 1: Best performance in each attack (represented in each column of the table). 

 
Attack 

 
Aggregation 

No 
 

Trim Krum FLTrust Min-
Max 

Min- 
Sum 

Label 
flipping 

 

Scaling 

M1: FedAvg  99.74% 99.61% 99.80% 99.76% 97.97% 99.58% 99.65% 51.30% 
M2: FLTrust  98.60% 98.71% 98.53% 98.56% 98.41% 98.65% 98.34% 98.18% 
M3: Krum  98.38% 98.37% 84.31% 97.76% 98.52% 98.56% 98.61% 98.64% 
M4: Trim mean  99.45% 98.26% 99.02% 98.65% 98.36% 98.92% 99.67% 99.44% 
M5: Trim Median  99.17% 98.00% 98.92% 98.11% 98.07% 98.66% 99.39% 98.99% 
M6: FLAME  99.41% 99.39% 99.26% 99.18% 99.27% 99.05% 99.52% 99.44% 
M7: ShieldFL  81.44% 79.15% 02.92% 43.78% 74.61% 82.27% 73.03% 66.22% 
M8: FLOD  99.91% 99.72% 99.63% 99.97% 96.25% 100.0% 98.50% 99.85% 
M9: DnC  99.53% 99.56% 99.32% 99.00% 99.32% 99.06% 99.73% 99.62% 
M10: FoolsGold  51.20% 45.88% 45.88% 45.88% 51.20% 96.60% 51.20% 97.16% 
M11: CONTRA  51.20% 51.20% 02.92% 00.00% 51.20% 46.14% 51.19% 51.20% 
M12: SignGuard  99.67% 99.07% 99.45% 99.37% 99.73% 99.39% 99.74% 99.73% 
M13: FLARE  98.87% 98.23% 98.87% 98.89% 96.03% 98.96% 99.57% 96.62% 
M14: Romoa  99.21% 98.79% 99.47% 99.24% 98.79% 99.33% 99.63% 99.26% 

 
Table 1 highlights the performance of secure FL techniques under adversarial attacks, showing 
accuracy after 200 iterations. FLOD achieves the highest accuracy (99.91%) without attacks, 
followed by FedAvg (99.74%), SignGuard (99.67%), and DnC (99.53%). Techniques like Trim 
Mean (99.45%) and FLAME (99.41%) also perform well, while ShieldFL (81.44%) and 
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FoolsGold/CONTRA (51.20%) lag significantly. FLOD proves highly robust against Trim 
(99.72%), FLTrust (99.97%), and Min-Sum (100%) attacks. FedAvg excels in Krum attacks 
(99.80%), and SignGuard performs well against Min-Max, Label Flipping, and Scaling attacks. 
FLAME, FLTrust, and DnC also show strong resilience, with minimal accuracy deviations under 
attacks. However, methods like ShieldFL and CONTRA are severely compromised by Krum and 
FLTrust attacks, while other techniques demonstrate moderate security against specific threat 
models. 
 
4.4. Simulation with Carla Simulation Platform 
 
Following the empirical analysis, we transitioned to leveraging the CARLA simulation platform 
to evaluate the real-world applicability of FL-trained models and the impact of adversarial attacks 
on autonomous vehicle (AV) systems. Initially, a machine learning model was trained for object 
detection using real-time traffic data and deployed into the CARLA environment. Within this 
setup, we simulated various adversarial attacks, such as camera blinding and backdoor attacks, to 
assess their impact on AV behavior, safety, and decision-making during object detection tasks. 
Backdoor attacks were particularly examined to understand how manipulated training data, such 
as misleading pixels in input images, could mislead traffic light detection algorithms. These attacks 
exploit the iterative nature of FL by introducing poisoned local updates that propagate into the 
globally aggregated model, affecting the entire connected system of AVs. This highlighted the 
critical vulnerabilities of FL models in AV applications and emphasized the importance of robust 
defenses. 
 
Building on related works like Simutack [29], which focus on simulating sensor attacks in 
CARLA, our project utilized CARLA’s capabilities for generating realistic sensor data to further 
analyze the dynamic impact of adversarial attacks. For the initial implementation, a trained 
YOLOv3 object detection model was deployed to detect objects using real-time AV camera data. 
Specific attack scenarios, such as manipulating AV camera sensor data to simulate blinding 
attacks, were initiated to evaluate the robustness of object detection under adversarial conditions. 
These simulations revealed critical vulnerabilities in AV systems, emphasizing the need for robust 
defense mechanisms. This work sets the foundation for future investigations into defensive 
techniques, including their application during the training or inference phases, to enhance the 
security and reliability of AV systems in adversarial environments. 
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CHAPTER 5  
Conclusions 

 
In this project, we developed various cyber attack APIs for individual vehicle sensors, vehicle and 
infrastructure operations, and network-level applications. The developed APIs are implemented in 
multiple simulation environments.  
 
At the vehicle level, the project focused on implementing secure FL aggregation algorithms and 
Secure MPC to address cyber-attacks in AV applications, particularly poisoning and inference 
attacks. Using the LISA traffic light dataset, we evaluated fourteen aggregation techniques under 
seven categories of sensor spoofing/poisoning attacks. Following the empirical analysis, we 
transitioned to leveraging the CARLA simulation platform to evaluate the real-world applicability 
of FL-trained models and the impact of adversarial attacks on autonomous vehicle (AV) systems. 
 
At the traffic level, two typical data spoofing attacks were selected, including the estimated time 
of arrival (ETA) attack and the multi-sensor fusion (MSF) attack, and modeled and integrated on 
VASP, a V2X simulation platform developed by Qualcomm. The selected attacks target 
deteriorating mobility (ETA attack) and safety (MSF attack). 
 
At the network level, a bounded rational route guidance attack (RGA) framework was proposed 
and an RGA API was built around two modules: the spoofing engine and impact analysis module. 
These modules interact to generate and evaluate GPS spoofing-based RGAs. The Generalized 
Bathtub Model (GBM) was used to model traffic flow and integrated with the RGA algorithm. 
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