
Phishing for Trolls, Bots, and Hackers: 

The Generalized Analysis of Online Inauthenticity 

  

Objective: In this CI, we will explore what we know about what strategies 

inauthentic online actors use in various contexts and what countermeasures are 

effective, in order to derive a general theory of online inauthenticity. From that 

holistic perspective we will derive broad implications for our scientific 

understanding of inauthenticity and the derivation and testing of novel 

interventions that are more generally applicable than the present more piecemeal 

approach. 

Principal Investigators 

Jeff Lees, Visiting Assistant Professor of Economics (jmlees@clemson.edu) 

Darren Linvill, Associate Professor of Communication (darrenl@clemson.edu)  

Dawn Sarno, Assistant Professor of Psychology (dmsarno@clemson.edu)  

Patrick L. Warren, Associate Professor of Economics (pwarren@clemson.edu)  

Project Status: New as of 2021-01 

Project Description 

Users’ ability to spot inauthentic activity in online settings has been subject to 

significant investigation, but that work has focused on very specific settings: 

phishing, hacking, social bots, trolls, fake news, disinformation, fake reviews and 

many more. In the first half of this CI, we will break into small teams to build and 

analyze existing work in order to full comprehend the interaction of context 
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(including population characteristics), strategies by inauthentic actors, and 

countermeasures.   

In the second half, the small teams will select and explore a theme or intervention 

that this holistic understanding suggests might be a particularly interesting or 

effective approach to a generalized theory of inauthenticity. They will then either 

formalize this theme or test this intervention.  

We expect two outputs: a systematic review, as a group publication, and the 

explorations as a presentation or paper for the smaller teams. 

Meetings 

Weekly full-group meeting TBA. One hour weekly team meetings at time to be 

agreed upon by group. 

Grading 

Students will be evaluated individually on a single metric—how they contribute to 

the team’s output. The evaluation will be a function of faculty observation, team 

feedback, and self-evaluation. Updates on performance will be given throughout 

the semester. 

A – Reliable and consistent contributor to the team’s output. Completes work on 

time, at a high level, and consistently supports teammates’ performance.  

B– Good but not great. Completes work, as assigned, but rarely does more than 

that. Helps teammates when it’s not too much trouble.  

C– Overall mediocre performer. Puts forth perfunctory effort and produces 

uninspiring output. Probably better than nothing.  

D– Very inconsistent performer. Participates at times, but cannot be relied upon. 

Often makes teammates’ jobs harder by late or shoddy work. 

F– Completely unreliable teammate. Consistently shirks and undermines.  

Academic Integrity 

“As members of the Clemson University community, we have inherited Thomas 

Green Clemson's vision of this institution as a 'high seminary of learning.' 

Fundamental to this vision is a mutual commitment to truthfulness, honor and 



responsibility, without which we cannot earn the trust and respect of others. 

Furthermore, we recognize that academic dishonesty detracts from the value of a 

Clemson degree. Therefore, we shall not tolerate lying, cheating, or stealing in any 

form.” 

Any student who is caught cheating will receive an F for the course and will be 

prosecuted to the full extent possible. 

Students with Disabilities 

I will make appropriate accommodations for students with disabilities in 

accordance with the policies and procedures of Disabilities Services (see 

http://www.clemson.edu/asc/sds_student_guide.html). Students must present a 

letter stating that the disability has been documented and requesting the specific 

accommodations during the first week of classes. Additionally, it is the 

responsibility of the student to give me one-week’s notice prior to each instance 

for which an accommodation is needed. 

Title IX Statement 

Clemson University is committed to a policy of equal opportunity for all persons 

and does not discriminate on the basis of race, color, religion, sex, sexual 

orientation, gender, pregnancy, national origin, age, disability, veteran’s status, 

genetic information or protected activity (e.g., opposition to prohibited 

discrimination or participation in any complaint process, etc.) in employment, 

educational programs and activities, admissions and financial aid.   This includes a 

prohibition against sexual harassment and sexual violence as mandated by Title IX 

of the Education Amendments of 1972.  This policy is located at 

http://www.clemson.edu/campus-life/campus-services/access/title-ix/. 
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